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History of FDA Cybersecurity Guidance

The FDA first began addressing medical device cybersecurity in 2014, when it released its first formal
guidance on cybersecurity, titled Content of Premarket Submissions for Management of
Cybersecurity in Medical Devices. This document provided recommendations for manufacturers to
address cybersecurity risks in medical devices during the premarket submission process, and
throughout the lifecycle of a medical device. This preliminary guidance required a description of the
device and its intended use, a summary of known cybersecurity vulnerabilities and potential threats,
and an evaluation of the risks associated with the device's use — including potential impacts on
patient safety and data integrity. This guidance also required that manufacturers detail the
cybersecurity controls implemented in the design of the device, plus evidence of the effectiveness of
those cybersecurity controls. Finally, this guidance instructed manufacturers to develop a plan for
monitoring the device for cybersecurity threats after it has been marketed, and implement processes
for reporting and addressing security vulnerabilities as they arise.

In 2016 the FDA expanded on that guidance with the release of Post-Market Management of
Cybersecurity in Medical Devices. This guidance emphasized the importance of monitoring and
managing cybersecurity threats after a device has been cleared or approved for market, by
continuing to monitor vulnerabilities by regularly reviewing reports of cybersecurity vulnerabilities and
exploits, and engaging with cybersecurity information-sharing organizations to stay informed about
emerging threats. This supplemental guidance also established mechanisms for reporting
cybersecurity vulnerabilities to the FDA and affected users, including timely notification of identified
vulnerabilities and associated risks, as well as providing clear instructions to users on mitigating risks
and managing vulnerabilities. Finally, this guidance directed manufacturers to develop and implement
strategies to mitigate identified cybersecurity vulnerabilities, and to provide education and resources
to healthcare providers and users around best practices for securing devices in the clinical
environment, and recognizing potential cybersecurity threats.

Also in 2016, the 21st Century Cures Act was signed into law, which included provisions to enhance
the FDA'’s capabilities in overseeing the safety and effectiveness of medical devices, including their
cybersecurity. This act encouraged the FDA to take a proactive approach in addressing cybersecurity
concerns, and led to the launch of the FDA’s Digital Health Innovation Action Plan, which aimed to
promote innovation while ensuring the safety and effectiveness of digital health technologies,
including medical devices. This initiative also focused on cybersecurity as a critical element of digital
health regulation.

Most recently, in 2020, the FDA published Cybersecurity in Medical Devices: A Risk Management
Approach, which outlines a risk-based framework for manufacturers to manage cybersecurity risks
throughout a device's lifecycle. This was followed in 2023 by Cybersecurity in Medical Devices:
Quality System Considerations and Content of Premarket Submissions, which supersedes the
original guidance provided in their original 2014 release, and represents the FDA's clearest guidance
yet on how to comply with medical device cybersecurity requirements throughout the device’s
lifecycle.
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Premarket Submissions

Navigating the FDA premarket submission process requires careful preparation, especially when it
comes to cybersecurity compliance. Here's a structured approach to ensure compliance:

1. Understand the Regulatory Framework. Familiarize yourself with the FDA's definitions and
requirements for medical devices, including Software as a Medical Device (SaMD) and cyber
devices. Understanding these categories is crucial for determining the appropriate regulatory
pathway for your product.

2. Develop a Cybersecurity Risk Management Plan. Create a comprehensive cybersecurity risk
management plan that aligns with FDA expectations. This plan should include:

¢ Risk Assessment: Conduct thorough risk assessments to identify potential cybersecurity
threats and vulnerabilities. Assess the impact of these risks on device performance and
patient safety.

¢ Risk Mitigation Strategies: Develop and document specific strategies for mitigating
identified risks, including design features that enhance security, such as encryption and
access controls.

3. Integrate Cybersecurity into Quality Management Systems. Incorporate cybersecurity
considerations into your existing Quality Management System (QMS). This integration
involves:

o Documenting Processes: Ensure that all cybersecurity-related processes, including
design, development, and testing, are well-documented.

e Verification and Validation: Develop robust verification and validation procedures to
confirm the effectiveness of implemented cybersecurity controls.

4. Prepare Required Cybersecurity Artifacts. As outlined in the FDA guidance, compile the
necessary cybersecurity artifacts for submission. See Appendix B for a full list of all artifacts
required, however some key documents include:

o Device Description: Provide a detailed description of the medical device and its intended
use.

o Cybersecurity Risk Assessment: Summarize the results of your risk assessment,
highlighting identified vulnerabilities and potential impacts.

o Cybersecurity Controls: Document the specific cybersecurity controls integrated into the
device, including any testing results and validation evidence.

o Postmarket Management Plan: Outline your strategy for monitoring and managing
cybersecurity risks after the device is marketed, including user notification processes for
emerging vulnerabilities.

e User Instructions: Include clear instructions for users on maintaining cybersecurity when
using the device.
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e Software Bill of Materials (SBOM): Provides a list of all included software elements,
including all third-party operating systems, libraries, and software, along with known
vulnerabilities. The FDA has indicated privately that this artifact is perhaps the single
most important artifact in a submission package.

5. Ensure Compliance with Relevant Standards. Demonstrate adherence to applicable
cybersecurity standards and best practices, such as those outlined by the National Institute of
Standards and Technology (NIST) and the International Organization for Standardization
(1ISO). Compliance with these standards reinforces the robustness of your cybersecurity
approach. Depending on the nature of your technology there are a number of standards that
might equally satisfy this requirement, such as NIST 800-171 or ISO 27001. It's important to
choose a control set that makes sense in the context of your organization and its products.

6. Collaborate and Communicate. Engage with relevant stakeholders, including healthcare
providers and cybersecurity organizations, to enhance your cybersecurity practices.
Document any collaboration efforts and the feedback received, as this can be beneficial
during the submission process.

7. Conduct Thorough Internal Reviews. Before submission, perform a comprehensive internal

review of all documents and artifacts to ensure completeness and accuracy. This review
process can help identify any potential gaps in your cybersecurity strategy.
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Cyber Devices

In addition to hardware medical devices, the FDA also defines Software as a Medical Device (SaMD)
as “software that is intended to be used for one or more medical purposes that perform these
purposes without being part of a hardware medical device.” Such software applications are required
to comply with all FDA medical device cybersecurity regulations. The FDA also more particularly
recognizes the concept of a cyber device, which is defined under section 524B(a) of the FD&C Act as
any medical device (including SaMD) that includes software or programmable components, and is
networked or connected to the internet. If a device is considered a cyber device, it is important to
understand some of the additional documentation requirements that the FDA will require for
premarket submissions, specifically:

1. A plan to monitor, identify, and address, as appropriate, in a reasonable time, postmarket
cybersecurity vulnerabilities and exploits, including coordinated vulnerability disclosure and
related procedures. Guidance for implementing these processes and procedures can be found
in Postmarket Management of Cybersecurity in Medical Devices.

2. Evidence that the organization has designed, developed, and is maintaining processes and
procedures to provide a reasonable assurance that the device and related systems are
cybersecure, and make available postmarket updates and patches to the device and related
systems. Guidance for implementing these processes and procedures can be found in
Cybersecurity in Medical Devices: Quality System Considerations and Content of
Premarket Submissions.

3. A software bill of materials (“SBOM?”), including commercial, open-source, and off-the-shelf
software components of the device. Guidance for developing this artifact can be found in
Framing Software Component Transparency: Establishing a Common Software Bill of
Materials (SBOM).

A=STON= www.aerstone.com | (301) 760-7604 | info@aerstone.com 5



AERSTONE 2024 WHITE PAPER | FDA Cybersecurity Regulation for Medical Devices

Mobile Applications

In their 2023 release of Policy for Device Software Functions and Mobile Medical Applications, the
FDA outlines the regulatory framework concerning software functions intended for medical purposes,
particularly those operating on mobile platforms. Without introducing new specific regulatory
submission requirements, the FDA emphasizes in this guidance that manufacturers must
demonstrate that their software functions are safe and effective, ensuring compliance with applicable
regulations. The policy distinguishes between software that qualifies as medical devices and that
which does not, providing guidance on how to assess the intended use and functionalities of software
applications. The FDA clarifies that they are primarily interested in software that's used as an
accessory to a regulated medical device, or that transforms a mobile platform into a regulated
medical device — specifically:

1. Software functions that are an extension of one or more medical devices by connecting to
such device(s) for purposes of controlling the device(s) or analyzing medical device data.

2. Software functions (typically, mobile apps) that transform the mobile platform into a
regulated medical device by using attachments, display screens, or sensors or by including
functionalities similar to those of currently regulated medical devices.

3. Software functions that become a regulated medical device by performing patient-specific
analysis and providing specific output(s) or directive(s) to health care professionals for use in
the diagnosis, treatment, mitigation, cure, or prevention of a disease or condition.

They write that "[The] FDA intends to apply its regulatory oversight to only those software functions
that are medical devices and whose functionality could pose a risk to a patient’s safety if the device
were to not function as intended." They specifically clarify that they don't intend to enforce oversight
over software that helps patients (i.e., users) self-manage their disease or conditions without
providing specific treatment or treatment suggestions, or software that automates simple tasks for
health care professionals.
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Data Privacy

Outside of FDA requirements, the compliance with HIPAA (Health Insurance Portability and
Accountability Act) and GDPR (General Data Protection Regulation) privacy requirements is vital for
medical device manufacturers, as it safeguards sensitive patient information and promotes trust in
the healthcare system. HIPAA establishes standards for the protection of health information in the
United States, ensuring that personal health data is handled securely and confidentially. Similarly,
GDPR governs the processing of personal data within the European Union, granting individuals
greater control over their data and imposing strict rules on data handling practices. For medical
devices that collect, store, or transmit personal health information, adherence to these regulations is
not only a legal obligation but also an ethical responsibility to protect patient privacy.

The risks and potential costs of non-compliance can be substantial. Violations of HIPAA can result in
hefty fines, ranging from thousands to millions of dollars, depending on the severity of the breach and
whether it was due to willful neglect. Additionally, non-compliance with GDPR can lead to penalties
of up to 4% of annual global turnover or €20 million, whichever is higher. Beyond financial
repercussions, non-compliance can severely damage a company's reputation, and erode trust among
patients and healthcare providers, which may lead to decreased market share and lost business
opportunities. Furthermore, breaches of patient data can result in legal actions, remediation costs,
and increased scrutiny from regulatory bodies. By prioritizing compliance with HIPAA and GDPR,
medical device manufacturers can mitigate these risks, protect patient privacy, and maintain their
credibility in a competitive healthcare landscape. See Appendix A for a summary of HIPPA and GDPR
compliance requirements.
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In Conclusion

Compliance with FDA cybersecurity requirements, plus all applicable privacy requirements, is crucial
for medical device manufacturers for several reasons. The FDA has indicated privately that more
regulatory submission packages are being returned due to lack of appropriate cybersecurity
compliance than any other underlying deficiency, including insufficient clinical data. This is a
tremendous sea change in the FDA regulatory compliance landscape.

First and foremost, cybersecurity compliance ensures patient safety by mitigating risks associated
with cyber threats, which can compromise device functionality and potentially lead to adverse health
outcomes. As medical devices become increasingly interconnected, the potential for cybersecurity
vulnerabilities grows, making robust security measures essential for maintaining trust among
healthcare providers and patients. Furthermore, adhering to FDA regulations helps manufacturers
avoid legal and financial repercussions that can arise from cybersecurity breaches, including fines,
recalls, and damage to brand reputation.

We also note that compliance fosters innovation by establishing a framework for developing secure
devices that can adapt to evolving technological landscapes, thereby contributing to the overall
advancement of healthcare technology. By prioritizing cybersecurity and data privacy, manufacturers
not only protect their products and reduce the likelihood of costly lawsuits and fines, but also support
the integrity and reliability of the healthcare system as a whole. Finally, and perhaps most
importantly from the organization’s perspective, delivering a compliant cybersecurity documentation
package will enhance the likelihood of timely FDA clearance or approval, and greatly reduce the risk
of costly premarket delays.
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About Aerstone

Elevate your cybersecurity assurance with Aerstone, so you can move swiftly and
confidently on your path to innovation.

Aerstone is a cybersecurity consultancy that is one of just five firms in the world certified by the
National Security Agency for vulnerability assessment work. Aerstone is a Service-Disabled Veteran-
Owned Small Business and brings many decades of experience in helping secure national military,

intelligence, critical infrastructure, utilities, and financial services to the growing area of medical
cybersecurity compliance.
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Contact Aerstone

Aerstone is ideally suited to help your organization develop and deliver a crisp and compliant FDA

cybersecurity package, in direct support of your preapproval process. Contact us to discuss how we
can help with your medical cybersecurity compliance: info@aerstone.com.
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Appendix A — Data Privacy Rights

HIPAA Data Privacy Rights

1.

2.

Right to Access Health Information: Individuals can access and receive a copy of their medical records.

Right to Request Corrections: Individuals can request amendments to their health information if it is
inaccurate.

Right to Request Restrictions: Individuals can request limits on the use or disclosure of their health
information.

Right to Confidential Communications: Individuals can request alternative ways to receive healthcare
communications.

Right to an Accounting of Disclosures: Individuals can request a record of who has accessed their PHI
outside of standard care.

Right to a Notice of Privacy Practices (NPP): Individuals must be informed of how their data will be
used and their rights under HIPAA.

Right to File a Complaint: Individuals can file a complaint about violations of their privacy rights.

Right to Opt Out of Fundraising Communications: Individuals can opt out of fundraising efforts that
use their PHI.

Right to Breach Notification: Individuals must be notified if their PHI has been breached.

GDPR Data Privacy Rights

Right to be Informed: Transparent data processing information.

Right of Access: Access to personal data and details about how it is processed.
Right to Rectification: Correction of inaccurate or incomplete data.

Right to Erasure: Deletion of personal data in certain circumstances.

Right to Restrict Processing: Limit the use of personal data temporarily.

Right to Data Portability: Transfer personal data to another service.

Right to Object: Object to processing for specific purposes.

Rights related to Automated Decision-Making: Safeguards against automated processing.
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Appendix B — Cybersecurity Documentation

vaer.setlzurltv in Medical Devices: Quality System Considerations and Content of Premarket GUI00001825
Submissions

Content of Premarket Submissions for Device Software Functions GUI00000337
Secure Product Development Framework (SPDF) GUI00001825
Security Risk Management Report (per AAMI TIR57) GUI00001825
Threat Modeling Documentation GUI00001825
Cybersecurity Risk Assessment GUI00001825
Software Bill Of Materials (SBOM) GUI00001825
List Of Software Anomalies GUI00001825
List Of Measures And Metrics GUI00001825
Security Control Requirements And Acceptance Criteria GUI00001825
Security Architecture Views GUI00001825
Cybersecurity Testing GUI00001825
Cybersecurity Management Plans GUI00001825
Cybersecurity Labeling GUI00001825
Documentation Level Evaluation GUI00000337
Software Description GUI00000337
Risk Management Plan GUI00000337
Risk Assessment GUI00000337
Risk Management Report GUI00000337
Software Test (V&V) Plan and Report GUIO0000337
Software Version History GUI00000337
Declaration of Conformity to IEC 62304 GUI0O0000337
Software Test (V&V) Plan and Report GUIO0000337
Software Version History GUI00000337
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